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    OpenrelikWorkerCommon

Elixir port of the Python openrelik-worker-common library, providing shared functionality for OpenRelik workers.
It is 100% wire-compatible with the Python OpenRelik ecosystem (Celery task results, base64-encoded JSON payloads, output file descriptors, and Markdown/JSON file and task reports).
Modules
	Elixir Module	Python Source Equivalent	Responsibility
	OpenrelikWorkerCommon.DataTypes	openrelik_worker_common.data_types	Standard OpenRelik data type constants (diskimage:qcow, diskimage:raw, binary)
	OpenrelikWorkerCommon.FileUtils	openrelik_worker_common.file_utils	Output file creation (OutputFile), line counting, relative paths, file trees, and disk image detection
	OpenrelikWorkerCommon.TaskUtils	openrelik_worker_common.task_utils	Input file filtering (glob patterns on filenames, paths, mime types, data types) and base64-encoded Celery task results
	OpenrelikWorkerCommon.Reporting	openrelik_worker_common.reporting	Structured Report, Priority, MarkdownDocument, MarkdownDocumentSection, MarkdownTable, and serialize_file_report/3
	OpenrelikWorkerCommon.ArchiveUtils	openrelik_worker_common.archive_utils	Archive extraction (tar, tar.gz, tgz, zip) with command log capture and export filename prefixing
	OpenrelikWorkerCommon.PasswordUtils	openrelik_worker_common.password_utils	Password hash bruteforcing via hashcat and John the Ripper (john for $y$ yescrypt hashes)
	OpenrelikWorkerCommon.MountUtils	openrelik_worker_common.mount_utils	BlockDevice mounting for raw, QCOW2 (qemu-nbd + Redis NBD lock), and EWF/E01 (ewfmount) images

Installation
Add openrelik_worker_common to your list of dependencies in mix.exs:
def deps do
  [
    {:openrelik_worker_common, "~> 0.1.0"}
  ]
end
Usage Examples
Creating Output Files & Task Results
alias OpenrelikWorkerCommon.FileUtils
alias OpenrelikWorkerCommon.TaskUtils

# Filter input files matching desired criteria
files =
  TaskUtils.get_input_files(
    pipe_result,
    input_files,
    %{
      data_types: ["*:raw", "binary"],
      filenames: ["*.img", "*.bin"],
      mime_types: ["application/octet-stream"]
    }
  )

# Create an OutputFile with a unique UUID path
output_file =
  FileUtils.create_output_file(output_path,
    display_name: "results.txt",
    extension: "txt",
    data_type: "text:plain",
    source_file_id: 1
  )

File.write!(output_file.path, "extracted findings\n")

# Encode task result as base64 JSON for OpenRelik pipeline consumption
result_payload =
  TaskUtils.create_task_result(
    output_files: [FileUtils.OutputFile.to_dict(output_file)],
    workflow_id: workflow_id,
    command: "strings -a input.bin"
  )
Generating Structured Markdown Reports
alias OpenrelikWorkerCommon.Reporting.{Priority, Report}

{report, section} =
  Report.new("Strings Analyzer Report")
  |> Report.put_summary("Analyzed binary file and found 2 suspicious indicators.")
  |> Report.put_priority(Priority.high())
  |> Report.add_section()

{_section, table} =
  section
  |> OpenrelikWorkerCommon.Reporting.MarkdownDocumentSection.add_header("Indicators", level: 2)
  |> OpenrelikWorkerCommon.Reporting.MarkdownDocumentSection.add_table(["Indicator", "Offset"])

table =
  table
  |> OpenrelikWorkerCommon.Reporting.MarkdownTable.add_row(["http://malicious.example", "0x1040"])
  |> OpenrelikWorkerCommon.Reporting.MarkdownTable.add_row(["cmd.exe /c", "0x2080"])
Running Tests
mix test



  

    LICENSE


                                 Apache License
                           Version 2.0, January 2004
                        http://www.apache.org/licenses/

   TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

   1. Definitions.

      "License" shall mean the terms and conditions for use, reproduction,
      and distribution as defined by Sections 1 through 9 of this document.

      "Licensor" shall mean the copyright owner or entity authorized by
      the copyright owner that is granting the License.

      "Legal Entity" shall mean the union of the acting entity and all
      other entities that control, are controlled by, or are under common
      control with that entity. For the purposes of this definition,
      "control" means (i) the power, direct or indirect, to cause the
      direction or management of such entity, whether by contract or
      otherwise, or (ii) ownership of fifty percent (50%) or more of the
      outstanding shares, or (iii) beneficial ownership of such entity.

      "You" (or "Your") shall mean an individual or Legal Entity
      exercising permissions granted by this License.

      "Source" form shall mean the preferred form for making modifications,
      including but not limited to software source code, documentation
      source, and configuration files.

      "Object" form shall mean any form resulting from mechanical
      transformation or translation of a Source form, including but
      not limited to compiled object code, generated documentation,
      and conversions to other media types.

      "Work" shall mean the work of authorship, whether in Source or
      Object form, made available under the License, as indicated by a
      copyright notice that is included in or attached to the work
      (an example is provided in the Appendix below).

      "Derivative Works" shall mean any work, whether in Source or Object
      form, that is based on (or derived from) the Work and for which the
      editorial revisions, annotations, elaborations, or other modifications
      represent, as a whole, an original work of authorship. For the purposes
      of this License, Derivative Works shall not include works that remain
      separable from, or merely link (or bind by name) to the interfaces of,
      the Work and Derivative Works thereof.

      "Contribution" shall mean any work of authorship, including
      the original version of the Work and any modifications or additions
      to that Work or Derivative Works thereof, that is intentionally
      submitted to Licensor for inclusion in the Work by the copyright owner
      or by an individual or Legal Entity authorized to submit on behalf of
      the copyright owner. For the purposes of this definition, "submitted"
      means any form of electronic, verbal, or written communication sent
      to the Licensor or its representatives, including but not limited to
      communication on electronic mailing lists, source code control systems,
      and issue tracking systems that are managed by, or on behalf of, the
      Licensor for the purpose of discussing and improving the Work, but
      excluding communication that is conspicuously marked or otherwise
      designated in writing by the copyright owner as "Not a Contribution."

      "Contributor" shall mean Licensor and any individual or Legal Entity
      on behalf of whom a Contribution has been received by Licensor and
      subsequently incorporated within the Work.

   2. Grant of Copyright License. Subject to the terms and conditions of
      this License, each Contributor hereby grants to You a perpetual,
      worldwide, non-exclusive, no-charge, royalty-free, irrevocable
      copyright license to reproduce, prepare Derivative Works of,
      publicly display, publicly perform, sublicense, and distribute the
      Work and such Derivative Works in Source or Object form.

   3. Grant of Patent License. Subject to the terms and conditions of
      this License, each Contributor hereby grants to You a perpetual,
      worldwide, non-exclusive, no-charge, royalty-free, irrevocable
      (except as stated in this section) patent license to make, have made,
      use, offer to sell, sell, import, and otherwise transfer the Work,
      where such license applies only to those patent claims licensable
      by such Contributor that are necessarily infringed by their
      Contribution(s) alone or by combination of their Contribution(s)
      with the Work to which such Contribution(s) was submitted. If You
      institute patent litigation against any entity (including a
      cross-claim or counterclaim in a lawsuit) alleging that the Work
      or a Contribution incorporated within the Work constitutes direct
      or contributory patent infringement, then any patent licenses
      granted to You under this License for that Work shall terminate
      as of the date such litigation is filed.

   4. Redistribution. You may reproduce and distribute copies of the
      Work or Derivative Works thereof in any medium, with or without
      modifications, and in Source or Object form, provided that You
      meet the following conditions:

      (a) You must give any other recipients of the Work or
          Derivative Works a copy of this License; and

      (b) You must cause any modified files to carry prominent notices
          stating that You changed the files; and

      (c) You must retain, in the Source form of any Derivative Works
          that You distribute, all copyright, patent, trademark, and
          attribution notices from the Source form of the Work,
          excluding those notices that do not pertain to any part of
          the Derivative Works; and

      (d) If the Work includes a "NOTICE" text file as part of its
          distribution, then any Derivative Works that You distribute must
          include a readable copy of the attribution notices contained
          within such NOTICE file, excluding those notices that do not
          pertain to any part of the Derivative Works, in at least one
          of the following places: within a NOTICE text file distributed
          as part of the Derivative Works; within the Source form or
          documentation, if provided along with the Derivative Works; or,
          within a display generated by the Derivative Works, if and
          wherever such third-party notices normally appear. The contents
          of the NOTICE file are for informational purposes only and
          do not modify the License. You may add Your own attribution
          notices within Derivative Works that You distribute, alongside
          or as an addendum to the NOTICE text from the Work, provided
          that such additional attribution notices cannot be construed
          as modifying the License.

      You may add Your own copyright statement to Your modifications and
      may provide additional or different license terms and conditions
      for use, reproduction, or distribution of Your modifications, or
      for any such Derivative Works as a whole, provided Your use,
      reproduction, and distribution of the Work otherwise complies with
      the conditions stated in this License.

   5. Submission of Contributions. Unless You explicitly state otherwise,
      any Contribution intentionally submitted for inclusion in the Work
      by You to the Licensor shall be under the terms and conditions of
      this License, without any additional terms or conditions.
      Notwithstanding the above, nothing herein shall supersede or modify
      the terms of any separate license agreement you may have executed
      with Licensor regarding such Contributions.

   6. Trademarks. This License does not grant permission to use the trade
      names, trademarks, service marks, or product names of the Licensor,
      except as required for reasonable and customary use in describing the
      origin of the Work and reproducing the content of the NOTICE file.

   7. Disclaimer of Warranty. Unless required by applicable law or
      agreed to in writing, Licensor provides the Work (and each
      Contributor provides its Contributions) on an "AS IS" BASIS,
      WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
      implied, including, without limitation, any warranties or conditions
      of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
      PARTICULAR PURPOSE. You are solely responsible for determining the
      appropriateness of using or redistributing the Work and assume any
      risks associated with Your exercise of permissions under this License.

   8. Limitation of Liability. In no event and under no legal theory,
      whether in tort (including negligence), contract, or otherwise,
      unless required by applicable law (such as deliberate and grossly
      negligent acts) or agreed to in writing, shall any Contributor be
      liable to You for damages, including any direct, indirect, special,
      incidental, or consequential damages of any character arising as a
      result of this License or out of the use or inability to use the
      Work (including but not limited to damages for loss of goodwill,
      work stoppage, computer failure or malfunction, or any and all
      other commercial damages or losses), even if such Contributor
      has been advised of the possibility of such damages.

   9. Accepting Warranty or Additional Liability. While redistributing
      the Work or Derivative Works thereof, You may choose to offer,
      and charge a fee for, acceptance of support, warranty, indemnity,
      or other liability obligations and/or rights consistent with this
      License. However, in accepting such obligations, You may act only
      on Your own behalf and on Your sole responsibility, not on behalf
      of any other Contributor, and only if You agree to indemnify,
      defend, and hold each Contributor harmless for any liability
      incurred by, or claims asserted against, such Contributor by reason
      of your accepting any such warranty or additional liability.



  

    
OpenrelikWorkerCommon 
    



      
Elixir port of Python's openrelik_worker_common library.
Provides shared helper modules for OpenRelik forensic workers:
	OpenrelikWorkerCommon.DataTypes (data_types.py) - Standard OpenRelik data types (diskimage:qcow, diskimage:raw, binary).
	OpenrelikWorkerCommon.TaskUtils (task_utils.py) - Task input resolution (get_input_files/3), Base64/JSON result encoding (create_task_result/1..7), and glob-based file filtering (filter_compatible_files/2).
	OpenrelikWorkerCommon.FileUtils (file_utils.py) - OutputFile struct, create_output_file/2, count_file_lines/1, build_file_tree/2, delete_file_tree/1, get_relative_path/1, and is_disk_image/1.
	OpenrelikWorkerCommon.Reporting (reporting.py) - Report, MarkdownDocument, MarkdownDocumentSection, MarkdownTable, MarkdownFormatter, Priority, and serialize_file_report/3.
	OpenrelikWorkerCommon.ArchiveUtils (archive_utils.py) - Archive extraction via tar and 7z (extract_archive/3..7).
	OpenrelikWorkerCommon.PasswordUtils (password_utils.py) - Password hash cracking via hashcat and john (bruteforce_password_hashes/4..7).
	OpenrelikWorkerCommon.MountUtils (mount_utils.py) - BlockDevice mapping and mounting for raw, QCOW2/3, and EWF (.E01/.EX01) forensic disk images with Redis NBD device locking.


      


      
        Summary


  
    Functions
  


    
      
        bruteforce_password_hashes(password_hashes, tmp_dir, password_list_file_path, password_rules_file_path, timeout_or_opts \\ 300, extra_args \\ "", opts \\ [])

      


        See OpenrelikWorkerCommon.PasswordUtils.bruteforce_password_hashes/7.



    


    
      
        build_file_tree(output_path, files)

      


        See OpenrelikWorkerCommon.FileUtils.build_file_tree/2.



    


    
      
        count_file_lines(file_path)

      


        See OpenrelikWorkerCommon.FileUtils.count_file_lines/1.



    


    
      
        create_output_file(output_base_path, opts \\ [])

      


        See OpenrelikWorkerCommon.FileUtils.create_output_file/2.



    


    
      
        create_task_result(opts)

      


        See OpenrelikWorkerCommon.TaskUtils.create_task_result/1.



    


    
      
        delete_file_tree(root_path)

      


        See OpenrelikWorkerCommon.FileUtils.delete_file_tree/1.



    


    
      
        encode_dict_to_base64(dict_to_encode)

      


        See OpenrelikWorkerCommon.TaskUtils.encode_dict_to_base64/1.



    


    
      
        extract_archive(input_file, output_folder, log_file, file_filter_or_opts \\ [], archive_password \\ nil, ignore_prompts \\ true, file_exclusion_filter \\ [])

      


        See OpenrelikWorkerCommon.ArchiveUtils.extract_archive/7.



    


    
      
        filter_compatible_files(input_files, filter_dict)

      


        See OpenrelikWorkerCommon.TaskUtils.filter_compatible_files/2.



    


    
      
        get_input_files(pipe_result, input_files \\ [], filter \\ nil)

      


        See OpenrelikWorkerCommon.TaskUtils.get_input_files/3.



    


    
      
        get_relative_path(path)

      


        See OpenrelikWorkerCommon.FileUtils.get_relative_path/1.



    


    
      
        is_disk_image(inputfile)

      


        See OpenrelikWorkerCommon.FileUtils.is_disk_image/1.



    


    
      
        serialize_file_report(input_file, report_file, report)

      


        See OpenrelikWorkerCommon.Reporting.serialize_file_report/3.



    





      


      
        Functions


        


    

    

    

  
    
      
    
    
      bruteforce_password_hashes(password_hashes, tmp_dir, password_list_file_path, password_rules_file_path, timeout_or_opts \\ 300, extra_args \\ "", opts \\ [])



        
          
        

    

  


  

See OpenrelikWorkerCommon.PasswordUtils.bruteforce_password_hashes/7.

  



  
    
      
    
    
      build_file_tree(output_path, files)



        
          
        

    

  


  

See OpenrelikWorkerCommon.FileUtils.build_file_tree/2.

  



  
    
      
    
    
      count_file_lines(file_path)



        
          
        

    

  


  

See OpenrelikWorkerCommon.FileUtils.count_file_lines/1.

  



    

  
    
      
    
    
      create_output_file(output_base_path, opts \\ [])



        
          
        

    

  


  

See OpenrelikWorkerCommon.FileUtils.create_output_file/2.

  



  
    
      
    
    
      create_task_result(opts)



        
          
        

    

  


  

See OpenrelikWorkerCommon.TaskUtils.create_task_result/1.

  



  
    
      
    
    
      delete_file_tree(root_path)



        
          
        

    

  


  

See OpenrelikWorkerCommon.FileUtils.delete_file_tree/1.

  



  
    
      
    
    
      encode_dict_to_base64(dict_to_encode)



        
          
        

    

  


  

See OpenrelikWorkerCommon.TaskUtils.encode_dict_to_base64/1.

  



    

    

    

    

  
    
      
    
    
      extract_archive(input_file, output_folder, log_file, file_filter_or_opts \\ [], archive_password \\ nil, ignore_prompts \\ true, file_exclusion_filter \\ [])



        
          
        

    

  


  

See OpenrelikWorkerCommon.ArchiveUtils.extract_archive/7.

  



  
    
      
    
    
      filter_compatible_files(input_files, filter_dict)



        
          
        

    

  


  

See OpenrelikWorkerCommon.TaskUtils.filter_compatible_files/2.

  



    

    

  
    
      
    
    
      get_input_files(pipe_result, input_files \\ [], filter \\ nil)



        
          
        

    

  


  

See OpenrelikWorkerCommon.TaskUtils.get_input_files/3.

  



  
    
      
    
    
      get_relative_path(path)



        
          
        

    

  


  

See OpenrelikWorkerCommon.FileUtils.get_relative_path/1.

  



  
    
      
    
    
      is_disk_image(inputfile)



        
          
        

    

  


  

See OpenrelikWorkerCommon.FileUtils.is_disk_image/1.

  



  
    
      
    
    
      serialize_file_report(input_file, report_file, report)



        
          
        

    

  


  

See OpenrelikWorkerCommon.Reporting.serialize_file_report/3.
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OpenRelik data types (openrelik_worker_common.data_types).
Defines the OpenRelik data types that can be used for input and output files.

      


      
        Summary


  
    Functions
  


    
      
        binary()

      


        See OpenrelikWorkerCommon.DataTypes.DataType.binary/0.



    


    
      
        diskimage_qcow()

      


        See OpenrelikWorkerCommon.DataTypes.DataType.diskimage_qcow/0.



    


    
      
        diskimage_raw()

      


        See OpenrelikWorkerCommon.DataTypes.DataType.diskimage_raw/0.



    


    
      
        valid?(value)

      


        See OpenrelikWorkerCommon.DataTypes.DataType.valid?/1.



    


    
      
        values()

      


        See OpenrelikWorkerCommon.DataTypes.DataType.values/0.



    





      


      
        Functions


        


  
    
      
    
    
      binary()



        
          
        

    

  


  

See OpenrelikWorkerCommon.DataTypes.DataType.binary/0.

  



  
    
      
    
    
      diskimage_qcow()



        
          
        

    

  


  

See OpenrelikWorkerCommon.DataTypes.DataType.diskimage_qcow/0.

  



  
    
      
    
    
      diskimage_raw()



        
          
        

    

  


  

See OpenrelikWorkerCommon.DataTypes.DataType.diskimage_raw/0.

  



  
    
      
    
    
      valid?(value)



        
          
        

    

  


  

See OpenrelikWorkerCommon.DataTypes.DataType.valid?/1.

  



  
    
      
    
    
      values()



        
          
        

    

  


  

See OpenrelikWorkerCommon.DataTypes.DataType.values/0.

  


        

      


  

    
OpenrelikWorkerCommon.DataTypes.DataType 
    



      
OpenRelik data types (StrEnum equivalent).
Defines standard OpenRelik data types that can be used for input and output files,
supporting both constant/atom access and direct string/glob comparison.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        binary()

      


        Returns "binary".



    


    
      
        diskimage_qcow()

      


        Returns "diskimage:qcow".



    


    
      
        diskimage_raw()

      


        Returns "diskimage:raw".



    


    
      
        to_string(value)

      


        Converts an atom or string data type identifier into its canonical string value.



    


    
      
        valid?(value)

      


        Returns whether value is a known DataType.



    


    
      
        values()

      


        Returns all defined DataType string values.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: String.t()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      binary()



        
          
        

    

  


  

      

          @spec binary() :: String.t()


      


Returns "binary".

  



  
    
      
    
    
      diskimage_qcow()



        
          
        

    

  


  

      

          @spec diskimage_qcow() :: String.t()


      


Returns "diskimage:qcow".

  



  
    
      
    
    
      diskimage_raw()



        
          
        

    

  


  

      

          @spec diskimage_raw() :: String.t()


      


Returns "diskimage:raw".

  



  
    
      
    
    
      to_string(value)



        
          
        

    

  


  

      

          @spec to_string(atom() | String.t()) :: String.t()


      


Converts an atom or string data type identifier into its canonical string value.

  



  
    
      
    
    
      valid?(value)



        
          
        

    

  


  

      

          @spec valid?(term()) :: boolean()


      


Returns whether value is a known DataType.

  



  
    
      
    
    
      values()



        
          
        

    

  


  

      

          @spec values() :: [String.t()]


      


Returns all defined DataType string values.

  


        

      


  

    
OpenrelikWorkerCommon.FileUtils 
    



      
File helper functions for OpenRelik workers
(Elixir port of openrelik_worker_common.file_utils).

      


      
        Summary


  
    Functions
  


    
      
        build_file_tree(output_path, files)

      


        Creates the original file tree structure from a list of %OutputFile{} structs.



    


    
      
        count_file_lines(file_path)

      


        Counts the number of lines in a file using wc -l.



    


    
      
        create_output_file(output_base_path, opts \\ [])

      


        Creates and returns an %OutputFile{} struct.



    


    
      
        delete_file_tree(root_path)

      


        Deletes a temporary file tree folder structure created by build_file_tree/2.



    


    
      
        get_relative_path(path)

      


        Converts a full path to a relative path without the root anchor.



    


    
      
        is_disk_image(inputfile)

      


        Checks if inputfile is a disk image based on its "display_name" extension.



    


    
      
        uuid4_hex()

      


        Generates a 32-character lowercase hexadecimal UUIDv4 string (uuid4().hex).



    





      


      
        Functions


        


  
    
      
    
    
      build_file_tree(output_path, files)



        
          
        

    

  


  

      

          @spec build_file_tree(Path.t(), list()) ::
  OpenrelikWorkerCommon.FileUtils.TemporaryDirectory.t() | nil


      


Creates the original file tree structure from a list of %OutputFile{} structs.
Returns a %TemporaryDirectory{} representing the root path of the file tree, or nil
if files is empty or contains non-%OutputFile{} elements.

  



  
    
      
    
    
      count_file_lines(file_path)



        
          
        

    

  


  

      

          @spec count_file_lines(Path.t()) :: non_neg_integer()


      


Counts the number of lines in a file using wc -l.

  



    

  
    
      
    
    
      create_output_file(output_base_path, opts \\ [])



        
          
        

    

  


  

      

          @spec create_output_file(String.t(), keyword() | map()) ::
  OpenrelikWorkerCommon.FileUtils.OutputFile.t()


      


Creates and returns an %OutputFile{} struct.
Parameters
	output_base_path - The path to the output directory.
	opts - Keyword list or map of optional parameters:	:display_name - The name of the output file (optional, defaults to generated UUID).
	:extension - File extension (optional).
	:data_type - The data type of the output file (optional).
	:original_path - The original path of the file (optional).
	:source_file_id - The OutputFile or ID this file belongs to (optional).
	:register_in_db - Whether the mediator should create a DB row for this file (default true).
	:uuid - Optional override for the generated UUIDv4 hex string.
	:uuid_generator - Optional 0-arity function returning a UUID hex string (for testing).




  



  
    
      
    
    
      delete_file_tree(root_path)



        
          
        

    

  


  

      

          @spec delete_file_tree(OpenrelikWorkerCommon.FileUtils.TemporaryDirectory.t()) :: :ok


      


Deletes a temporary file tree folder structure created by build_file_tree/2.
Raises ArgumentError if root_path is not a %TemporaryDirectory{} struct.

  



  
    
      
    
    
      get_relative_path(path)



        
          
        

    

  


  

      

          @spec get_relative_path(Path.t()) :: String.t()


      


Converts a full path to a relative path without the root anchor.

  



  
    
      
    
    
      is_disk_image(inputfile)



        
          
        

    

  


  

      

          @spec is_disk_image(map()) :: boolean()


      


Checks if inputfile is a disk image based on its "display_name" extension.
Raises RuntimeError if "display_name" is not present in inputfile.

  



  
    
      
    
    
      uuid4_hex()



        
          
        

    

  


  

      

          @spec uuid4_hex() :: String.t()


      


Generates a 32-character lowercase hexadecimal UUIDv4 string (uuid4().hex).

  


        

      


  

    
OpenrelikWorkerCommon.FileUtils.OutputFile 
    



      
Represents an output file created by an OpenRelik worker task
(Elixir port of openrelik_worker_common.file_utils.OutputFile).
Fields
	:uuid - Unique identifier (uuid4 hex) for the file.
	:display_name - Display name for the file.
	:extension - Extension of the file.
	:data_type - Data type of the file.
	:path - The full path to the file on disk.
	:original_path - The full original path to the file.
	:source_file_id - The source file ID or parent OutputFile this file belongs to.
	:register_in_db - When false, the mediator skips DB registration, hashing,
and file reports for this file. Defaults to true.


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        new(attrs)

      


        Initializes an %OutputFile{} struct.



    


    
      
        new(uuid, output_path, display_name, opts \\ [])

      


    


    
      
        to_dict(file)

      


        Returns a dictionary (string-keyed map) representation of the OutputFile struct.
This is what the mediator server receives and uses to create a File in the database.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %OpenrelikWorkerCommon.FileUtils.OutputFile{
  data_type: String.t() | nil,
  display_name: String.t(),
  extension: String.t() | nil,
  original_path: String.t() | nil,
  path: String.t(),
  register_in_db: boolean(),
  source_file_id: integer() | String.t() | t() | map() | nil,
  uuid: String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      new(attrs)



        
          
        

    

  


  

      

          @spec new(keyword() | map()) :: t()


      


Initializes an %OutputFile{} struct.
Accepts keyword options or a map, or positional arguments matching Python's
OutputFile(uuid, output_path, display_name, ...).

  



    

  
    
      
    
    
      new(uuid, output_path, display_name, opts \\ [])



        
          
        

    

  


  

      

          @spec new(String.t(), String.t(), String.t(), keyword() | map()) :: t()


      



  



  
    
      
    
    
      to_dict(file)



        
          
        

    

  


  

      

          @spec to_dict(t()) :: %{required(String.t()) => term()}


      


Returns a dictionary (string-keyed map) representation of the OutputFile struct.
This is what the mediator server receives and uses to create a File in the database.

  


        

      


  

    
OpenrelikWorkerCommon.FileUtils.TemporaryDirectory 
    



      
Represents a temporary directory on disk, equivalent to Python's tempfile.TemporaryDirectory.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        cleanup(temporary_directory)

      


        Recursively removes the temporary directory and its contents.



    


    
      
        create(base_dir \\ nil, prefix \\ "tmp")

      


        Creates a new temporary directory inside base_dir (or System.tmp_dir!() if nil).



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %OpenrelikWorkerCommon.FileUtils.TemporaryDirectory{name: String.t()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      cleanup(temporary_directory)



        
          
        

    

  


  

      

          @spec cleanup(t()) :: :ok


      


Recursively removes the temporary directory and its contents.

  



    

    

  
    
      
    
    
      create(base_dir \\ nil, prefix \\ "tmp")



        
          
        

    

  


  

      

          @spec create(String.t() | nil, String.t()) :: t()


      


Creates a new temporary directory inside base_dir (or System.tmp_dir!() if nil).

  


        

      


  

    
OpenrelikWorkerCommon.TaskUtils 
    



      
Helper functions for tasks (openrelik_worker_common.task_utils).
Provides Base64/JSON serialization of task results, input file resolution from upstream
piped results (get_input_files/3), and glob-based file compatibility filtering
(filter_compatible_files/2).

      


      
        Summary


  
    Functions
  


    
      
        create_task_result(opts)

      


        Creates a task result dictionary and encodes it to a Base64 string.



    


    
      
        create_task_result(output_files, workflow_id)

      


    


    
      
        create_task_result(output_files, workflow_id, opts_or_task_files)

      


    


    
      
        create_task_result(output_files, workflow_id, task_files, command, meta \\ nil, file_reports \\ [], task_report \\ nil)

      


    


    
      
        decode_base64_to_dict(encoded_result)

      


        Decodes a Base64-encoded JSON string into an Elixir map.



    


    
      
        encode_dict_to_base64(dict_to_encode)

      


        Encodes a map (dictionary) to a Base64-encoded JSON string.



    


    
      
        filter_compatible_files(input_files, filter_dict)

      


        Filters a list of file dictionaries based on compatibility with filter_dict,
supporting glob (fnmatch) matching on "data_types", "mime_types", and "filenames".



    


    
      
        fnmatch?(value, pattern)

      


        Matches a string against a Unix shell-style wildcard pattern (fnmatch.fnmatch).



    


    
      
        get_field(map, key)

      


        Fetches a field from a map by string key or atom key.



    


    
      
        get_input_files(pipe_result, input_files \\ [], filter \\ nil)

      


        Prepares the input files for a task.



    





      


      
        Functions


        


  
    
      
    
    
      create_task_result(opts)



        
          
        

    

  


  

      

          @spec create_task_result(keyword() | map()) :: String.t()


      


Creates a task result dictionary and encodes it to a Base64 string.
Can be called with a keyword list or map:
create_task_result(
  output_files: output_files,
  workflow_id: workflow_id,
  task_files: [],
  command: command,
  meta: meta,
  file_reports: [],
  task_report: nil
)
or with positional arguments matching Python's signature:
create_task_result(
  output_files,
  workflow_id,
  task_files \\ [],
  command \\ nil,
  meta \\ nil,
  file_reports \\ [],
  task_report \\ nil
)

  



  
    
      
    
    
      create_task_result(output_files, workflow_id)



        
          
        

    

  


  

      

          @spec create_task_result(list(), String.t() | integer() | nil) :: String.t()


      



  



  
    
      
    
    
      create_task_result(output_files, workflow_id, opts_or_task_files)



        
          
        

    

  


  

      

          @spec create_task_result(
  list(),
  String.t() | integer() | nil,
  keyword() | map() | list()
) :: String.t()


      



  



    

    

    

  
    
      
    
    
      create_task_result(output_files, workflow_id, task_files, command, meta \\ nil, file_reports \\ [], task_report \\ nil)



        
          
        

    

  


  

      

          @spec create_task_result(
  list(),
  String.t() | integer() | nil,
  list(),
  String.t() | nil,
  map() | nil,
  list(),
  map() | nil
) :: String.t()


      



  



  
    
      
    
    
      decode_base64_to_dict(encoded_result)



        
          
        

    

  


  

      

          @spec decode_base64_to_dict(String.t()) :: map()


      


Decodes a Base64-encoded JSON string into an Elixir map.

  



  
    
      
    
    
      encode_dict_to_base64(dict_to_encode)



        
          
        

    

  


  

      

          @spec encode_dict_to_base64(map()) :: String.t()


      


Encodes a map (dictionary) to a Base64-encoded JSON string.

  



  
    
      
    
    
      filter_compatible_files(input_files, filter_dict)



        
          
        

    

  


  

      

          @spec filter_compatible_files([map()], map()) :: [map()]


      


Filters a list of file dictionaries based on compatibility with filter_dict,
supporting glob (fnmatch) matching on "data_types", "mime_types", and "filenames".

  



  
    
      
    
    
      fnmatch?(value, pattern)



        
          
        

    

  


  

      

          @spec fnmatch?(String.t(), String.t()) :: boolean()


      


Matches a string against a Unix shell-style wildcard pattern (fnmatch.fnmatch).

  



  
    
      
    
    
      get_field(map, key)



        
          
        

    

  


  

      

          @spec get_field(map(), String.t()) :: term()


      


Fetches a field from a map by string key or atom key.

  



    

    

  
    
      
    
    
      get_input_files(pipe_result, input_files \\ [], filter \\ nil)



        
          
        

    

  


  

      

          @spec get_input_files(String.t() | [String.t()] | nil, list() | nil, map() | nil) ::
  list() | term()


      


Prepares the input files for a task.
Determines the appropriate input files by checking for results from a previous task
(pipe_result as a single Base64-encoded string or a list of Base64-encoded strings)
and then applies any specified file filtering (filter).

  


        

      


  

    
OpenrelikWorkerCommon.Reporting 
    



      
Helper functions and structs for reporting (openrelik_worker_common.reporting).

      


      
        Summary


  
    Functions
  


    
      
        serialize_file_report(input_file, report_file, report)

      


        Serializes a file report into a dictionary (string-keyed map) for use in a task result.



    





      


      
        Functions


        


  
    
      
    
    
      serialize_file_report(input_file, report_file, report)



        
          
        

    

  


  

      

          @spec serialize_file_report(
  map(),
  OpenrelikWorkerCommon.FileUtils.OutputFile.t() | map(),
  map()
) :: %{
  required(String.t()) => term()
}


      


Serializes a file report into a dictionary (string-keyed map) for use in a task result.

  


        

      


  

    
OpenrelikWorkerCommon.Reporting.MarkdownDocument 
    



      
Represents a Markdown document (openrelik_worker_common.reporting.MarkdownDocument).

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        add_section(doc)

      


        Adds a section to the document.



    


    
      
        add_section(doc, section)

      


    


    
      
        new(title \\ nil)

      


        Initializes a MarkdownDocument struct.



    


    
      
        to_dict(doc)

      


        Generates a dictionary (string-keyed map) representation of the document.



    


    
      
        to_json(doc)

      


        Generates a JSON representation of the document.



    


    
      
        to_markdown(markdown_document)

      


        Generates a Markdown representation of the document.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %OpenrelikWorkerCommon.Reporting.MarkdownDocument{
  fmt: OpenrelikWorkerCommon.Reporting.MarkdownFormatter.t(),
  priority: OpenrelikWorkerCommon.Reporting.Priority.t(),
  sections: [OpenrelikWorkerCommon.Reporting.MarkdownDocumentSection.t()],
  summary: String.t(),
  title: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      add_section(doc)



        
          
        

    

  


  

      

          @spec add_section(t()) ::
  {t(), OpenrelikWorkerCommon.Reporting.MarkdownDocumentSection.t()}


      


Adds a section to the document.
When called with just document, appends an empty %MarkdownDocumentSection{} and returns
{updated_document, new_section} or, if passed a %MarkdownDocumentSection{} or builder
function (section -> section), appends the populated section and returns updated_document.

  



  
    
      
    
    
      add_section(doc, section)



        
          
        

    

  


  

      

          @spec add_section(
  t(),
  OpenrelikWorkerCommon.Reporting.MarkdownDocumentSection.t()
  | (OpenrelikWorkerCommon.Reporting.MarkdownDocumentSection.t() ->
       OpenrelikWorkerCommon.Reporting.MarkdownDocumentSection.t())
) :: t()


      



  



    

  
    
      
    
    
      new(title \\ nil)



        
          
        

    

  


  

      

          @spec new(String.t() | nil) :: t()


      


Initializes a MarkdownDocument struct.

  



  
    
      
    
    
      to_dict(doc)



        
          
        

    

  


  

      

          @spec to_dict(t()) :: %{required(String.t()) => term()}


      


Generates a dictionary (string-keyed map) representation of the document.

  



  
    
      
    
    
      to_json(doc)



        
          
        

    

  


  

      

          @spec to_json(t()) :: String.t()


      


Generates a JSON representation of the document.

  



  
    
      
    
    
      to_markdown(markdown_document)



        
          
        

    

  


  

      

          @spec to_markdown(t()) :: String.t()


      


Generates a Markdown representation of the document.

  


        

      


  

    
OpenrelikWorkerCommon.Reporting.MarkdownDocumentSection 
    



      
Represents a section of a Markdown document
(openrelik_worker_common.reporting.MarkdownDocumentSection).

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        add_blockquote(section, text)

      


        Adds text formatted as a blockquote to the section.



    


    
      
        add_bullet(section, text, opts_or_level \\ 1)

      


        Adds a bullet point to the section.



    


    
      
        add_code(section, text)

      


        Adds text formatted as inline code to the section.



    


    
      
        add_code_block(section, text)

      


        Adds text formatted as a code block to the section.



    


    
      
        add_header(section, text, opts_or_level \\ 2)

      


        Adds a header to the section.



    


    
      
        add_horizontal_rule(section)

      


        Adds a horizontal rule to the section.



    


    
      
        add_paragraph(section, text)

      


        Adds text formatted as a paragraph to the section.



    


    
      
        add_table(section, table)

      


        Adds a MarkdownTable to the section.



    


    
      
        new()

      


        Initializes a MarkdownDocumentSection struct.



    


    
      
        to_markdown(markdown_document_section)

      


        Generates a Markdown representation of the section.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %OpenrelikWorkerCommon.Reporting.MarkdownDocumentSection{
  content: [String.t()],
  fmt: OpenrelikWorkerCommon.Reporting.MarkdownFormatter.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      add_blockquote(section, text)



        
          
        

    

  


  

      

          @spec add_blockquote(t(), String.t()) :: t()


      


Adds text formatted as a blockquote to the section.

  



    

  
    
      
    
    
      add_bullet(section, text, opts_or_level \\ 1)



        
          
        

    

  


  

      

          @spec add_bullet(t(), String.t(), keyword() | integer()) :: t()


      


Adds a bullet point to the section.

  



  
    
      
    
    
      add_code(section, text)



        
          
        

    

  


  

      

          @spec add_code(t(), String.t()) :: t()


      


Adds text formatted as inline code to the section.

  



  
    
      
    
    
      add_code_block(section, text)



        
          
        

    

  


  

      

          @spec add_code_block(t(), String.t()) :: t()


      


Adds text formatted as a code block to the section.

  



    

  
    
      
    
    
      add_header(section, text, opts_or_level \\ 2)



        
          
        

    

  


  

      

          @spec add_header(t(), String.t(), keyword() | integer()) :: t()


      


Adds a header to the section.

  



  
    
      
    
    
      add_horizontal_rule(section)



        
          
        

    

  


  

      

          @spec add_horizontal_rule(t()) :: t()


      


Adds a horizontal rule to the section.

  



  
    
      
    
    
      add_paragraph(section, text)



        
          
        

    

  


  

      

          @spec add_paragraph(t(), String.t()) :: t()


      


Adds text formatted as a paragraph to the section.

  



  
    
      
    
    
      add_table(section, table)



        
          
        

    

  


  

      

          @spec add_table(t(), OpenrelikWorkerCommon.Reporting.MarkdownTable.t()) :: t()


      


Adds a MarkdownTable to the section.

  



  
    
      
    
    
      new()



        
          
        

    

  


  

      

          @spec new() :: t()


      


Initializes a MarkdownDocumentSection struct.

  



  
    
      
    
    
      to_markdown(markdown_document_section)



        
          
        

    

  


  

      

          @spec to_markdown(t()) :: String.t()


      


Generates a Markdown representation of the section.

  


        

      


  

    
OpenrelikWorkerCommon.Reporting.MarkdownFormatter 
    



      
Formats strings into Markdown elements (openrelik_worker_common.reporting.MarkdownFormatter).

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        blockquote(text)

      


        Formats text as a blockquote of text in Markdown format.



    


    
      
        blockquote(markdown_formatter, text)

      


    


    
      
        bold(text)

      


        Formats text as bold in Markdown format.



    


    
      
        bold(markdown_formatter, text)

      


    


    
      
        bullet(text, level \\ 1)

      


        Formats text as a bullet in Markdown format.



    


    
      
        bullet(markdown_formatter, text, level)

      


    


    
      
        code(text)

      


        Formats text as inline code in Markdown format.



    


    
      
        code(markdown_formatter, text)

      


    


    
      
        code_block(text)

      


        Formats text as a code block in Markdown format.



    


    
      
        code_block(markdown_formatter, text)

      


    


    
      
        heading(text, level \\ 2)

      


        Formats text as a heading in Markdown format (level 1..5).



    


    
      
        heading(markdown_formatter, text, level)

      


    


    
      
        horizontal_rule()

      


        Formats a horizontal rule in Markdown format.



    


    
      
        horizontal_rule(markdown_formatter)

      


    


    
      
        new()

      


    


    
      
        paragraph(text)

      


        Formats text as a paragraph of text in Markdown format.



    


    
      
        paragraph(markdown_formatter, text)

      


    


    
      
        title(text)

      


        Creates an H1 heading to use as page title.



    


    
      
        title(markdown_formatter, text)

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %OpenrelikWorkerCommon.Reporting.MarkdownFormatter{}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      blockquote(text)



        
          
        

    

  


  

      

          @spec blockquote(String.t()) :: String.t()


      


Formats text as a blockquote of text in Markdown format.

  



  
    
      
    
    
      blockquote(markdown_formatter, text)



        
          
        

    

  


  

      

          @spec blockquote(t(), String.t()) :: String.t()


      



  



  
    
      
    
    
      bold(text)



        
          
        

    

  


  

      

          @spec bold(String.t()) :: String.t()


      


Formats text as bold in Markdown format.

  



  
    
      
    
    
      bold(markdown_formatter, text)



        
          
        

    

  


  

      

          @spec bold(t(), String.t()) :: String.t()


      



  



    

  
    
      
    
    
      bullet(text, level \\ 1)



        
          
        

    

  


  

      

          @spec bullet(String.t(), integer()) :: String.t()


      


Formats text as a bullet in Markdown format.

  



  
    
      
    
    
      bullet(markdown_formatter, text, level)



        
          
        

    

  


  

      

          @spec bullet(t(), String.t(), integer()) :: String.t()


      



  



  
    
      
    
    
      code(text)



        
          
        

    

  


  

      

          @spec code(String.t()) :: String.t()


      


Formats text as inline code in Markdown format.

  



  
    
      
    
    
      code(markdown_formatter, text)



        
          
        

    

  


  

      

          @spec code(t(), String.t()) :: String.t()


      



  



  
    
      
    
    
      code_block(text)



        
          
        

    

  


  

      

          @spec code_block(String.t()) :: String.t()


      


Formats text as a code block in Markdown format.

  



  
    
      
    
    
      code_block(markdown_formatter, text)



        
          
        

    

  


  

      

          @spec code_block(t(), String.t()) :: String.t()


      



  



    

  
    
      
    
    
      heading(text, level \\ 2)



        
          
        

    

  


  

      

          @spec heading(String.t(), integer()) :: String.t()


      


Formats text as a heading in Markdown format (level 1..5).

  



  
    
      
    
    
      heading(markdown_formatter, text, level)



        
          
        

    

  


  

      

          @spec heading(t(), String.t(), integer()) :: String.t()


      



  



  
    
      
    
    
      horizontal_rule()



        
          
        

    

  


  

      

          @spec horizontal_rule() :: String.t()


      


Formats a horizontal rule in Markdown format.

  



  
    
      
    
    
      horizontal_rule(markdown_formatter)



        
          
        

    

  


  

      

          @spec horizontal_rule(t()) :: String.t()


      



  



  
    
      
    
    
      new()



        
          
        

    

  


  

      

          @spec new() :: t()


      



  



  
    
      
    
    
      paragraph(text)



        
          
        

    

  


  

      

          @spec paragraph(String.t()) :: String.t()


      


Formats text as a paragraph of text in Markdown format.

  



  
    
      
    
    
      paragraph(markdown_formatter, text)



        
          
        

    

  


  

      

          @spec paragraph(t(), String.t()) :: String.t()


      



  



  
    
      
    
    
      title(text)



        
          
        

    

  


  

      

          @spec title(String.t()) :: String.t()


      


Creates an H1 heading to use as page title.

  



  
    
      
    
    
      title(markdown_formatter, text)



        
          
        

    

  


  

      

          @spec title(t(), String.t()) :: String.t()


      



  


        

      


  

    
OpenrelikWorkerCommon.Reporting.MarkdownTable 
    



      
Represents a Markdown table (openrelik_worker_common.reporting.MarkdownTable).

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        add_row(table, row_data)

      


        Adds a row of data to the table.



    


    
      
        new(columns)

      


        Initializes a MarkdownTable struct with the given column names.



    


    
      
        to_markdown(markdown_table)

      


        Generates a Markdown representation of the table.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %OpenrelikWorkerCommon.Reporting.MarkdownTable{
  columns: [String.t()],
  rows: [[String.t()]]
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      add_row(table, row_data)



        
          
        

    

  


  

      

          @spec add_row(t(), [String.t()]) :: t()


      


Adds a row of data to the table.
Raises ArgumentError if the number of elements in row_data does not match table.columns.

  



  
    
      
    
    
      new(columns)



        
          
        

    

  


  

      

          @spec new([String.t()]) :: t()


      


Initializes a MarkdownTable struct with the given column names.

  



  
    
      
    
    
      to_markdown(markdown_table)



        
          
        

    

  


  

      

          @spec to_markdown(t()) :: String.t()


      


Generates a Markdown representation of the table.

  


        

      


  

    
OpenrelikWorkerCommon.Reporting.Priority 
    



      
Reporting priority enum to store common values (IntEnum equivalent).
Priorities can be anything in the range of 0-100, where 100 is the highest priority.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        critical()

      


        Returns 80 (Priority.CRITICAL).



    


    
      
        high()

      


        Returns 40 (Priority.HIGH).



    


    
      
        info()

      


        Returns 5 (Priority.INFO).



    


    
      
        low()

      


        Returns 10 (Priority.LOW).



    


    
      
        medium()

      


        Returns 20 (Priority.MEDIUM).



    


    
      
        value(v)

      


        Converts a priority atom or integer into its integer value.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: integer() | atom()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      critical()



        
          
        

    

  


  

      

          @spec critical() :: integer()


      


Returns 80 (Priority.CRITICAL).

  



  
    
      
    
    
      high()



        
          
        

    

  


  

      

          @spec high() :: integer()


      


Returns 40 (Priority.HIGH).

  



  
    
      
    
    
      info()



        
          
        

    

  


  

      

          @spec info() :: integer()


      


Returns 5 (Priority.INFO).

  



  
    
      
    
    
      low()



        
          
        

    

  


  

      

          @spec low() :: integer()


      


Returns 10 (Priority.LOW).

  



  
    
      
    
    
      medium()



        
          
        

    

  


  

      

          @spec medium() :: integer()


      


Returns 20 (Priority.MEDIUM).

  



  
    
      
    
    
      value(v)



        
          
        

    

  


  

      

          @spec value(t()) :: integer()


      


Converts a priority atom or integer into its integer value.

  


        

      


  

    
OpenrelikWorkerCommon.Reporting.Report 
    



      
Represents a task report (openrelik_worker_common.reporting.Report), inheriting behavior
from MarkdownDocument.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        add_section(report)

      


        Adds a section to the report.



    


    
      
        add_section(report, section)

      


    


    
      
        new(title \\ nil, opts \\ [])

      


        Initializes a Report struct.



    


    
      
        to_dict(report)

      


        Generates a dictionary (string-keyed map) representation of the report.



    


    
      
        to_json(report)

      


        Generates a JSON representation of the report.



    


    
      
        to_markdown(report)

      


        Generates a Markdown representation of the report.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %OpenrelikWorkerCommon.Reporting.Report{
  fmt: OpenrelikWorkerCommon.Reporting.MarkdownFormatter.t(),
  priority: OpenrelikWorkerCommon.Reporting.Priority.t(),
  sections: [OpenrelikWorkerCommon.Reporting.MarkdownDocumentSection.t()],
  summary: String.t(),
  title: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      add_section(report)



        
          
        

    

  


  

      

          @spec add_section(t()) ::
  {t(), OpenrelikWorkerCommon.Reporting.MarkdownDocumentSection.t()}


      


Adds a section to the report.
Supports:
	Report.add_section(report) -> {updated_report, section}
	Report.add_section(report, %MarkdownDocumentSection{}) -> updated_report
	Report.add_section(report, fn section -> ... end) -> updated_report


  



  
    
      
    
    
      add_section(report, section)



        
          
        

    

  


  

      

          @spec add_section(
  t(),
  OpenrelikWorkerCommon.Reporting.MarkdownDocumentSection.t()
  | (OpenrelikWorkerCommon.Reporting.MarkdownDocumentSection.t() ->
       OpenrelikWorkerCommon.Reporting.MarkdownDocumentSection.t())
) :: t()


      



  



    

    

  
    
      
    
    
      new(title \\ nil, opts \\ [])



        
          
        

    

  


  

      

          @spec new(String.t() | nil, keyword()) :: t()


      


Initializes a Report struct.

  



  
    
      
    
    
      to_dict(report)



        
          
        

    

  


  

      

          @spec to_dict(t()) :: %{required(String.t()) => term()}


      


Generates a dictionary (string-keyed map) representation of the report.

  



  
    
      
    
    
      to_json(report)



        
          
        

    

  


  

      

          @spec to_json(t()) :: String.t()


      


Generates a JSON representation of the report.

  



  
    
      
    
    
      to_markdown(report)



        
          
        

    

  


  

      

          @spec to_markdown(t()) :: String.t()


      


Generates a Markdown representation of the report.

  


        

      


  

    
OpenrelikWorkerCommon.ArchiveUtils 
    



      
Helper functions for extracting archives (openrelik_worker_common.archive_utils).

      


      
        Summary


  
    Functions
  


    
      
        extract_archive(input_file, output_folder, log_file, file_filter_or_opts \\ [], archive_password \\ nil, ignore_prompts \\ true, file_exclusion_filter \\ [])

      


        Unpacks an archive using tar (for .tgz and .tar.gz) or 7z (for all other archive formats).



    





      


      
        Functions


        


    

    

    

    

  
    
      
    
    
      extract_archive(input_file, output_folder, log_file, file_filter_or_opts \\ [], archive_password \\ nil, ignore_prompts \\ true, file_exclusion_filter \\ [])



        
          
        

    

  


  

      

          @spec extract_archive(
  map(),
  String.t(),
  String.t(),
  list() | keyword(),
  String.t() | nil,
  boolean(),
  list()
) :: {String.t(), String.t()}


      


Unpacks an archive using tar (for .tgz and .tar.gz) or 7z (for all other archive formats).
Parameters
	input_file - Input file map containing "path" and "display_name".
	output_folder - OpenRelik output folder path.
	log_file - Path to write command stdout/stderr logs.
	opts - Optional keyword list (or positional arguments via extract_archive/4..7):	:file_filter - List of file patterns to extract (default []).
	:archive_password - Password of the input archive (default nil).
	:ignore_prompts - Whether to ignore prompts during extraction (default true).
	:file_exclusion_filter - List of file patterns to exclude (default []).
	:which_fn - Optional (String.t() -> String.t() | boolean() | nil) override for System.find_executable/1.

	:cmd_runner - Optional (command_list, log_file -> integer()) override for command execution.
	:mkdir_fn - Optional (String.t() -> :ok) override for directory creation.



Returns
{command_string, export_folder} where command_string is the executed command string
and export_folder is the root folder path to the unpacked archive.

  


        

      


  

    
OpenrelikWorkerCommon.MountUtils 
    



      
Disk image mounting utilities (openrelik_worker_common.mount_utils).

      


      
        Summary


  
    Functions
  


    
      
        mount(bd, partition_name \\ "")

      


        See OpenrelikWorkerCommon.MountUtils.BlockDevice.mount/2.



    


    
      
        new(image_path, opts \\ [])

      


        See OpenrelikWorkerCommon.MountUtils.BlockDevice.new/2.



    


    
      
        setup(bd)

      


        See OpenrelikWorkerCommon.MountUtils.BlockDevice.setup/1.



    


    
      
        umount(bd)

      


        See OpenrelikWorkerCommon.MountUtils.BlockDevice.umount/1.



    





      


      
        Functions


        


    

  
    
      
    
    
      mount(bd, partition_name \\ "")



        
          
        

    

  


  

See OpenrelikWorkerCommon.MountUtils.BlockDevice.mount/2.

  



    

  
    
      
    
    
      new(image_path, opts \\ [])



        
          
        

    

  


  

See OpenrelikWorkerCommon.MountUtils.BlockDevice.new/2.

  



  
    
      
    
    
      setup(bd)



        
          
        

    

  


  

See OpenrelikWorkerCommon.MountUtils.BlockDevice.setup/1.

  



  
    
      
    
    
      umount(bd)



        
          
        

    

  


  

See OpenrelikWorkerCommon.MountUtils.BlockDevice.umount/1.

  


        

      


  

    
OpenrelikWorkerCommon.MountUtils.BlockDevice 
    



      
Provides functionality to map a disk image file to block devices (loop or nbd)
and mount them (openrelik_worker_common.mount_utils.BlockDevice).
The default minimum partition size that gets mounted is 100 MB (104_857_600 bytes).

      


      
        Summary


  
    Types
  


    
      
        cmd_result()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        blkinfo(bd)

      


        Extracts device and partition information using lsblk -ba -J.



    


    
      
        detach_device(bd)

      


        Detaches the block device (qemu-nbd --disconnect for NBD devices or losetup --detach for loop devices).



    


    
      
        ewfmount(bd)

      


        Mounts an EWF image (.E01 / .EX01) using ewfmount and returns {updated_bd, raw_image_path}.



    


    
      
        ewfumount(bd)

      


        Unmounts an EWF FUSE mount and removes its mount directory.



    


    
      
        get_free_nbd_device(bd)

      


        Finds and locks a free NBD device (/dev/nbd0../dev/nbd10) in Redis until unlocked or timeout.



    


    
      
        get_fstype(bd, devname)

      


        Analyses the file system type of a block device or partition using blkid.



    


    
      
        get_hostname(bd \\ nil)

      


        Returns the hostname from the NODENAME environment variable or OS hostname.



    


    
      
        get_mount_path(bd)

      


        Generates a mount path under bd.mountroot respecting bd.max_mountpath_size.



    


    
      
        is_important_partition(bd, partition)

      


        Decides if a partition should be processed (size >= min_partition_size and supported fs type).



    


    
      
        is_supported_fs(bd, devname)

      


        Returns true if devname points to a block device containing a supported filesystem type.



    


    
      
        lock_timeout_seconds()

      


        Default Redis lock timeout in seconds (21600, 6 hours).



    


    
      
        losetup(bd)

      


        Maps bd.image_path to a loopback device using losetup.



    


    
      
        max_mountpath_size()

      


        Default maximum mount path character length (500).



    


    
      
        max_nbd_devices()

      


        Default maximum NBD device index (10).



    


    
      
        min_partition_size_bytes()

      


        Default minimum partition size in bytes (100 MB).



    


    
      
        mount(bd, partition_name_or_opts \\ "")

      


        Mounts a disk or one or more partitions on a mountpoint.



    


    
      
        nbdsetup(bd)

      


        Maps a QCOW image file to an NBD device using qemu-nbd and probes partitions with fdisk.



    


    
      
        new(image_path, opts \\ [])

      


        Initializes a %BlockDevice{} struct.



    


    
      
        parse_partitions(bd)

      


        Parses partition information from bd.blkdeviceinfo.



    


    
      
        required_modules_loaded(bd \\ nil)

      


        Checks if the nbd kernel module is loaded or if /dev/nbd* devices exist.



    


    
      
        required_tools_available(bd \\ nil)

      


        Checks if required CLI tools (lsblk, blkid, mount, qemu-nbd, sudo, fdisk, ntfsinfo)
are available on PATH.



    


    
      
        select_partitions_to_mount(bd, partition_name \\ "")

      


        Selects partitions to mount.



    


    
      
        setup(bd)

      


        Sets up the BlockDevice instance: checks if the image exists, verifies required tools,
configures the block device (ewfmount, qemu-nbd, or losetup), queries lsblk,
and scans available partitions.



    


    
      
        umount(bd)

      


        Unmounts all mounted file systems, detaches the block device, unmounts any EWF FUSE mount,
and releases any Redis lock.



    


    
      
        umount_all(bd)

      


        Unmounts all registered mountpoints and removes their directories.



    





      


      
        Types


        


  
    
      
    
    
      cmd_result()



        
          
        

    

  


  

      

          @type cmd_result() :: %{
  returncode: integer(),
  stdout: String.t() | nil,
  stderr: String.t() | nil
}


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %OpenrelikWorkerCommon.MountUtils.BlockDevice{
  blkdevice: String.t() | nil,
  blkdeviceinfo: map() | nil,
  ewf_mount_path: String.t() | nil,
  image_path: String.t(),
  max_mountpath_size: pos_integer(),
  min_partition_size: non_neg_integer(),
  mountpoints: [String.t()],
  mountroot: String.t(),
  opts: keyword(),
  original_image_path: String.t(),
  partitions: [String.t()],
  redis_client: term(),
  redis_lock: OpenrelikWorkerCommon.MountUtils.RedisLock.t() | nil,
  redis_url: String.t(),
  supported_ewftypes: [String.t()],
  supported_fstypes: [String.t()],
  supported_qcowtypes: [String.t()]
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      blkinfo(bd)



        
          
        

    

  


  

      

          @spec blkinfo(t()) :: map()


      


Extracts device and partition information using lsblk -ba -J.

  



  
    
      
    
    
      detach_device(bd)



        
          
        

    

  


  

      

          @spec detach_device(t()) :: t()


      


Detaches the block device (qemu-nbd --disconnect for NBD devices or losetup --detach for loop devices).

  



  
    
      
    
    
      ewfmount(bd)



        
          
        

    

  


  

      

          @spec ewfmount(t()) :: String.t()


      


Mounts an EWF image (.E01 / .EX01) using ewfmount and returns {updated_bd, raw_image_path}.

  



  
    
      
    
    
      ewfumount(bd)



        
          
        

    

  


  

      

          @spec ewfumount(t()) :: t()


      


Unmounts an EWF FUSE mount and removes its mount directory.

  



  
    
      
    
    
      get_free_nbd_device(bd)



        
          
        

    

  


  

      

          @spec get_free_nbd_device(t()) :: {t(), String.t()}


      


Finds and locks a free NBD device (/dev/nbd0../dev/nbd10) in Redis until unlocked or timeout.
Returns {updated_bd, devname} (or devname when called via _get_free_nbd_device override).

  



  
    
      
    
    
      get_fstype(bd, devname)



        
          
        

    

  


  

      

          @spec get_fstype(t(), String.t()) :: String.t()


      


Analyses the file system type of a block device or partition using blkid.

  



    

  
    
      
    
    
      get_hostname(bd \\ nil)



        
          
        

    

  


  

      

          @spec get_hostname(t() | nil) :: String.t()


      


Returns the hostname from the NODENAME environment variable or OS hostname.

  



  
    
      
    
    
      get_mount_path(bd)



        
          
        

    

  


  

      

          @spec get_mount_path(t()) :: String.t()


      


Generates a mount path under bd.mountroot respecting bd.max_mountpath_size.

  



  
    
      
    
    
      is_important_partition(bd, partition)



        
          
        

    

  


  

      

          @spec is_important_partition(t(), map()) :: boolean()


      


Decides if a partition should be processed (size >= min_partition_size and supported fs type).

  



  
    
      
    
    
      is_supported_fs(bd, devname)



        
          
        

    

  


  

      

          @spec is_supported_fs(t(), String.t()) :: boolean()


      


Returns true if devname points to a block device containing a supported filesystem type.

  



  
    
      
    
    
      lock_timeout_seconds()



        
          
        

    

  


  

      

          @spec lock_timeout_seconds() :: pos_integer()


      


Default Redis lock timeout in seconds (21600, 6 hours).

  



  
    
      
    
    
      losetup(bd)



        
          
        

    

  


  

      

          @spec losetup(t()) :: String.t()


      


Maps bd.image_path to a loopback device using losetup.

  



  
    
      
    
    
      max_mountpath_size()



        
          
        

    

  


  

      

          @spec max_mountpath_size() :: pos_integer()


      


Default maximum mount path character length (500).

  



  
    
      
    
    
      max_nbd_devices()



        
          
        

    

  


  

      

          @spec max_nbd_devices() :: pos_integer()


      


Default maximum NBD device index (10).

  



  
    
      
    
    
      min_partition_size_bytes()



        
          
        

    

  


  

      

          @spec min_partition_size_bytes() :: pos_integer()


      


Default minimum partition size in bytes (100 MB).

  



    

  
    
      
    
    
      mount(bd, partition_name_or_opts \\ "")



        
          
        

    

  


  

      

          @spec mount(t(), String.t() | keyword()) :: {t(), [String.t()]}


      


Mounts a disk or one or more partitions on a mountpoint.
Returns {updated_bd, mountpoints}.

  



  
    
      
    
    
      nbdsetup(bd)



        
          
        

    

  


  

      

          @spec nbdsetup(t()) :: String.t()


      


Maps a QCOW image file to an NBD device using qemu-nbd and probes partitions with fdisk.

  



    

  
    
      
    
    
      new(image_path, opts \\ [])



        
          
        

    

  


  

      

          @spec new(String.t(), keyword()) :: t()


      


Initializes a %BlockDevice{} struct.
Options
	:min_partition_size - Minimum partition size in bytes (default 104_857_600).
	:max_mountpath_size - Maximum root mount path length (default 500).
	:mountroot - Root directory for mount points (default "/mnt").
	:redis_url - Redis URL override (default System.get_env("REDIS_URL") || "redis://localhost:6379/0").
	:redis_client - Optional pre-configured Redis client or mock client map.


  



  
    
      
    
    
      parse_partitions(bd)



        
          
        

    

  


  

      

          @spec parse_partitions(t()) :: [String.t()]


      


Parses partition information from bd.blkdeviceinfo.

  



    

  
    
      
    
    
      required_modules_loaded(bd \\ nil)



        
          
        

    

  


  

      

          @spec required_modules_loaded(t() | nil) :: :ok


      


Checks if the nbd kernel module is loaded or if /dev/nbd* devices exist.

  



    

  
    
      
    
    
      required_tools_available(bd \\ nil)



        
          
        

    

  


  

      

          @spec required_tools_available(t() | nil) :: boolean()


      


Checks if required CLI tools (lsblk, blkid, mount, qemu-nbd, sudo, fdisk, ntfsinfo)
are available on PATH.

  



    

  
    
      
    
    
      select_partitions_to_mount(bd, partition_name \\ "")



        
          
        

    

  


  

      

          @spec select_partitions_to_mount(t(), String.t()) :: [String.t()]


      


Selects partitions to mount.

  



  
    
      
    
    
      setup(bd)



        
          
        

    

  


  

      

          @spec setup(t()) :: t()


      


Sets up the BlockDevice instance: checks if the image exists, verifies required tools,
configures the block device (ewfmount, qemu-nbd, or losetup), queries lsblk,
and scans available partitions.
If an error occurs during setup, any partially attached block device, EWF mount, or
Redis lock is automatically cleaned up before re-raising the original RuntimeError.

  



  
    
      
    
    
      umount(bd)



        
          
        

    

  


  

      

          @spec umount(t()) :: t()


      


Unmounts all mounted file systems, detaches the block device, unmounts any EWF FUSE mount,
and releases any Redis lock.

  



  
    
      
    
    
      umount_all(bd)



        
          
        

    

  


  

      

          @spec umount_all(t()) :: t()


      


Unmounts all registered mountpoints and removes their directories.

  


        

      


  

    
OpenrelikWorkerCommon.MountUtils.RedisLock 
    



      
Distributed Redis lock for NBD device coordination across containers/nodes,
matching Python redis.lock.Lock (name, timeout, token, acquire/1, release/1).

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        acquire(redis_lock)

      


        Attempts to acquire the Redis lock non-blockingly (SET name token NX EX timeout).



    


    
      
        new(client, name, timeout)

      


        Creates a new RedisLock struct.



    


    
      
        release(redis_lock)

      


        Releases the Redis lock if still owned by token.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %OpenrelikWorkerCommon.MountUtils.RedisLock{
  client: term(),
  name: String.t(),
  timeout: pos_integer(),
  token: String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      acquire(redis_lock)



        
          
        

    

  


  

      

          @spec acquire(t()) :: boolean()


      


Attempts to acquire the Redis lock non-blockingly (SET name token NX EX timeout).

  



  
    
      
    
    
      new(client, name, timeout)



        
          
        

    

  


  

      

          @spec new(term(), String.t(), pos_integer()) :: t()


      


Creates a new RedisLock struct.

  



  
    
      
    
    
      release(redis_lock)



        
          
        

    

  


  

      

          @spec release(t()) :: :ok


      


Releases the Redis lock if still owned by token.

  


        

      


  

    
OpenrelikWorkerCommon.PasswordUtils 
    



      
Helper functions for password hash cracking (openrelik_worker_common.password_utils).

      


      
        Summary


  
    Functions
  


    
      
        bruteforce_password_hashes(password_hashes, tmp_dir, password_list_file_path, password_rules_file_path, timeout_or_opts \\ 300, extra_args \\ "", opts \\ [])

      


        Bruteforces password hashes using Hashcat or John the Ripper (john).



    





      


      
        Functions


        


    

    

    

  
    
      
    
    
      bruteforce_password_hashes(password_hashes, tmp_dir, password_list_file_path, password_rules_file_path, timeout_or_opts \\ 300, extra_args \\ "", opts \\ [])



        
          
        

    

  


  

      

          @spec bruteforce_password_hashes(
  [String.t()],
  String.t() | nil,
  String.t(),
  String.t(),
  pos_integer() | keyword(),
  String.t(),
  keyword()
) :: [{String.t(), String.t()}]


      


Bruteforces password hashes using Hashcat or John the Ripper (john).
Parameters
	password_hashes - List of password hashes as strings.
	tmp_dir - Path to use as a temporary directory.
	password_list_file_path - Path to the password list file.
	password_rules_file_path - Path to the password rules file.
	timeout - Number of seconds to run before terminating the process (default 300).
	extra_args - Any extra arguments to be passed to Hashcat (default "").
	opts - Optional keyword overrides for testing (:which_fn, :cmd_runner, :pot_file, :fallback_password_list).

Returns
List of {password_hash, plaintext} tuples.
Raises
RuntimeError if execution fails or required tools/wordlists are unavailable.
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